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by causing the improper influencing of
witnesses, retaliation against wit-
nesses, destruction of evidence, or fab-
rication of testimony.

(2) 5 U.S.C. 552a(d) requires an agency
to permit an individual to gain access
to records pertaining to such indi-
vidual, to request amendment to such
records, to request review of an agency
decision not to amend such records,
and, where the Agency refuses to
amend records, to submit a statement
of disagreement to be included with the
records. Such disclosure of investiga-
tory information could seriously im-
pede or compromise the Agency’s in-
vestigation by revealing the identity of
confidential sources or confidential
business information, or causing the
improper influencing of witnesses, re-
taliation against witnesses, destruc-
tion of evidence, fabrication of testi-
mony, or unwarranted invasion of the
privacy of others. Amendment of the
records could interfere with ongoing
law enforcement proceedings and im-
pose an undue administrative burden
by requiring investigations to be con-
tinuously reinvestigated.

3) 5 U.S.C. bb2a(e)(1) requires an
agency to maintain in its records only
such information about an individual
as is relevant and necessary to accom-
plish a purpose of the agency required
by statute or by executive order of the
President. This requirement could fore-
close investigators from acquiring or
receiving information the relevance
and necessity of which is not readily
apparent and could only be ascertained
after a complete review and evaluation
of all the evidence.

(4) 5 U.S.C. 552a(e)(4)(G) and (H) re-
quire an agency to publish a FEDERAL
REGISTER notice concerning its proce-
dures for notifying an individual, at
the individual’s request, if the system
of records contains a record pertaining
to the individual, for gaining access to
such a record, and for contesting its
content. Because certain information
from these systems of records is ex-
empt from subsection (d) of the Act
concerning access to records, and con-
sequently, from subsection (f) of the
Act concerning Agency rules governing
access, these requirements are inappli-
cable to that information.
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(5) 5 U.S.C. bb2a(e)(4)(I) requires an
agency to publish a FEDERAL REGISTER
notice concerning the categories of
sources of records in the system of
records. Exemption from this provision
is necessary to protect the confiden-
tiality of sources of information, to
protect against the disclosure of inves-
tigative techniques and procedures, to
avoid threats or reprisals against in-
formers by subjects of investigations,
and to protect against informers refus-
ing to give full information to inves-
tigators for fear of having their identi-
ties as sources revealed.

(6) 5 U.S.C. 552a(f) requires an agency
to promulgate rules for notifying indi-
viduals of Privacy Act rights granted
by subsection (d) of the Act concerning
access and amendment of records. Be-
cause certain information from these
systems is exempt from subsection (d)
of the Act, the requirements of sub-
section (f) of the Act are inapplicable
to that information.

[72 FR 38778, July 16, 2007]

Subpart L—Post-employment Re-
strictions on Activities by
Former Officers and Employ-
ees

§102.120 Post-employee restrictions on
activities by former Officers and
employees.

Former officers and employees of the
Agency who were attached to any of its
regional offices or the Washington staff
are subject to the applicable post-em-
ployment restrictions imposed by 18
U.S.C. 207. Guidance concerning those
restrictions may be obtained from the
Designated Agency Ethics Officer and
any applicable regulations issued by
the Office of Government Ethics.

[62 FR 58907, Oct. 31, 1997. Redesignated at 72
FR 38778, July 16, 2007]

Subpart M—Construction of Rules

§102.121 Rules to be liberally con-
strued.

The rules and regulations in this part
shall be liberally construed to effec-
tuate the purposes and provisions of
the act.
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